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Programming in the AI Era

➢Copy-and-paste the code from intelligent search engine
➢Prompt-and-paste the code from LLM bots
➢Comment-and-select the code recommended by LLM-powered IDE

1When Static Analysis Meets LLMs



A Nature Shift of Programming

➢Shift from writing code to validating correctness
➢Writing code is cheap
➢Validating correctness is expensive

➢Program analysis: Automate validating code correctness
➢Dynamic testing
➢Static analysis

➢In this talk, we only discuss static analysis
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Outline

➢Background of Static Analysis

➢Recent Research on LLMs for Static Analysis
➢LLMDFA [NeurIPS’24]

➢Neuro-Symbolic Static Analysis
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Static Analysis

➢Statically analyze the behavior of a given program.
➢For any input, reason whether a specific assertion (program property) can always hold?
➢For specific inputs, reason whether a specific assertion (program property) may be

violated?

➢Application:
➢Compiler optimization
➢Bug detection / Security auditing
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Example: Divide-by-Zero Bug Detection

➢Program property
➢y at Line 5 may have zero value.

➢Analysis: Data Dependency Analysis
➢c at Line 13 depends on c at Line 12
➢y can be zero at Line 1
➢Hence, y at Line 5 can be zero

➢Implication
➢Divide-by-Zero bug

                                   

Data-flow Path
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Static Analysis as Undecidable Problem

➢(Rice Theorem) Verifying a semantic property is undecidable for a program
in Turing-complete language.

➢Unable to design a specific algorithm that always give a correct answer in
finite time.
➢Over/under-approximation: Introduce false positives/negatives
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Constraint Solving in Static Analysis

➢ SMT solvers serve as fundamental building blocks in static analysis

➢Encode the program semantics with logical constraints
➢Symbolic execution: Klee
➢Path-sensitive data-flow analysis: Pinpoint
➢Memory-safety detector: Facebook Infer
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Great Success: Separation Logic and Facebook Infer



Mainstream Static Bug Detectors
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Research Gap: Compilation Reliance

➢Existing semantic analysis requires intermediate representations (IRs) of
programs generated by successful compilation
➢Fail to discover security vulnerabilities in the incomplete code during the development
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Soot IR

LLVM IR

clang



Research Gap: Customization

➢Require comprehensive specifications
➢Require hacking the compilation infrastructure

➢Example: Traverse abstract syntax tree (AST) or LLVM IR for C/C++ analysis

public static void main(){
int a = 0;
int b = new_function(“123”);
System.out.println(bar(b, a));
String arg = args[0];
int c = new_function(arg);
System.out.println(bar(a, c));
c = b;
System.out.println(bar(a, c));

}

Divide-by-zero bug detection

Customized specification More bug types
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Reshaping Static Analysis with LLMs

➢LLMs: Magic Box
➢Input: Program + Questions
➢Output: Answers

➢ New opportunities
➢SMT solvers -> LLMs

➢ New challenges
➢???
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Data-flow Analysis Problem

➢Given the sets of sources/sinks in specific forms, determine whether the
value of a source can reach a sink.

➢Example: DBZ bug detection, Cross-Site Scripting(XSS) bug detection
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Understanding Programs with LLMs

➢LLMs are good interpreters of programs in different languages.
➢Chain-of-Thought: What’s the value of `z` used at the line 14? Please think step by step.
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Our Vision

➢LLMs for Data-flow Analysis
➢Analyze code as specific kind of textual data

➢No need to build the code
➢Easy to customize the analysis

➢ Analyze code via prompting
➢Align with program semantics

➢No need to propose any abstraction upon the code
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Current Static Analysis Our Proposal



New Challenge

➢Hallucination degrades the accuracy
➢Does the value of the variable z defined at the line 13 depends on the value of the 

variable x defined at the line 10?
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Central Issue: Mitigating Hallucinations

➢Tricky case
➢ Lengthy program + complex bug

➢Divide-and-Conquer
➢Decompose the program into small code snippets
➢Decompose the bug specification into several simpler properties
➢Solve and merge
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➢Example: DBZ detection

Key Idea: Summary-based Data-flow Analysis

20

1

2

3

source -> argument

parameter -> return value

output value -> sink
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LLMDFA: Agent-Centric Solution

➢Instantiate summary-based DFA with LLMs
➢P-I: Source/sink identification
➢  P-II: Dataflow summarization
➢P-III: Path feasibility validation
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Extract

➢Utilize LLMs to synthesize source/sink extractors
➢Structural search in most cases

➢ Tree traversal + string match
➢Multi-modal synthesis problem

➢ Spec: Programming-by-Natural Language
➢ AST + Example code: Programming-by-Example

Environment

Memory

SummarySource/Sink Bug

Program CFG

Extract Summarize Validate

① ②

① ②

② ③③

③

Actions
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Spec Examples

LLM Script

Parsing

Library

evaluate

fix

synthesize
Extractor

AST

Program CFG

Source/Sink
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Example: Source/Sink Extractor Synthesis
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Spec Examples

LLM Script

Parsing

Library

evaluate

fix

synthesize
Extractor

AST

Synthesized Sink Extractor for DBZ detection

Prompt Template

Examples used for
synthesizing extractors
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➢A dataflow path from source to sink consists of several intra-procedural
dataflow summaries
➢Focus on intra-procedural dataflows only

Summarize
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output value -> sink

SummarySource/Sink Bug
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Example: Dataflow Summarization
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source -> argument1

Prompt Template
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Validate

➢Leverage LLMs to synthesize path validators
➢Stitch summaries across functions
➢Ask LLMs to encode and solve path conditions

➢ Utilize Z3 Python binding (Z3: Domain Expert)

Memory

SummarySource/Sink Bug

Program CFG

Extract Summary Validate

① ②

① ②
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③
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Bug
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Example: Path Validator Synthesis
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Synthesized Path Validator

UNSAT!
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Workflow of LLMDFA
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Main Results: Juliet Test Suite

➢LLMDFA
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Main Results: Juliet Test Suite

➢Comparison with baselines
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Ablation Study: LLMDFA with GPT-3.5

➢NoSynExt: Identify sources/sinks with LLMs via few-shot CoT

➢NoCoT: Determine data-flow summaries without CoT

➢NoSynVal: Examine path feasibility with LLMs without invoking solvers

31When Static Analysis Meets LLMs

DBZ XSS OSCI



LLMDFA: Takeaway

➢Agent-centric solution
➢Tool using/synthesis

➢ Used tool
➢ Light-weighted static analyzer (Parser), Formal method (Z3 SMT solver)

➢Created tool
➢ Source/sink extractors, path validators

➢Agentless (No planning)
➢Difficult for LLMs to discover an effective policy in static analysis
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LLMDFA: Neuro-Symbolic Approach

➢Symbolic analysis
➢ Parsing-based source/sink extraction
➢ SMT solving-based path feasibility validation

➢Neural analysis
➢Code interpreter
➢ Tool synthesizer
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The Role of LLMs: Code Interpreter

➢Analyze incomplete code
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The Role of LLMs: Code Interpreter

➢Analyze programs in multiple languages
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The Role of LLMs: Program Synthesizer

➢Apply external tools autonomously
➢Reduce original task to domain-specific program synthesis
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Spec Examples
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Parsing

Library
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Source/sink Extraction Path feasibility validation
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Another Role of LLMs: Knowledge Base

➢Enhance existing static analyzers with more library specifications
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Another Role of LLMs: Knowledge Base

➢Detect hard-to-formulated bugs
➢E.g., performance bugs caused by library function usage
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Neuro-Symbolic Static Analysis
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➢Left half brain: Rigorous reasoning
➢Traditional program analyzers
➢Other external tools: SMT solver, parser

➢Right half brain: Intuitive thinking
➢Different roles of LLMs

➢Code interpreter
➢ Program synthesizer
➢ Knowledge base
➢ Etc
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Large Language Model vs Large Reasoning Model

➢Large Reasoning Models (LRMs), e.g., OpenAI o1, target general reasoning tasks
➢Example: Analyzing intra-file taint flows in TaintBench
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Future Directions

➢Domain-specific Reasoning
➢LRMs may not effectively solve all the domain-specific problems
➢Performance concerns: Time/Token costs
➢Discover more roles of LLMs
➢Planning + Reinforcement learning

➢Hallucination Mitigation
➢New prompting strategies
➢Tool using
➢Semantic alignment
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Q&A
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• Chengpeng Wang

• Email: wang6590@purdue.edu

• Homepage: https://chengpeng-wang.github.io/
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