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Cursor Setting
• Agent: Cursor with Claude-3.7-Sonnet Max (Thinking mode)

• Bug Type: Null Pointer Dereference (NPD)

• Prompting settings
• Forward Analysis: Target NULL values in a single file

• Backward Analysis: Target dereferences in a single file

• Whole Repo Analysis: Target all contexts and dereferences in the repo



Prompting Setting I: Forward Analysis
Whether NULL values in a specific file can cause NPD
bugswithin the code repo.



Reasoning steps
after planning

search by function

search by value via grep



False Positives



Prompting Setting II: Backward Analysis
Whether the pointer dereferences in a specific file can cause
NPD bugs



False Positives
Lack of calling contexts



False Positive
Lack of calling contexts

True Positive



Prompting Setting III: Whole Repo Analysis
Detect all the potential NPD bugs in the repo



search by value via grep

Reasoning steps
after planning



False Positive
Lack of calling contexts



False Positive
Hallucinations in control-flow order



False Positive
Lack of calling contexts



Several Observations
• Cursor with Claude-3.7-Sonnet Max has planning ability

• Plan different reasoning steps for different auditing requests.

• Tool using in Claude-3.7-Sonnet Max is very simple
• Mainly grep-like retrieval and indexing-based call graph analysis

• Claude-3.7-Sonnet Max tends to introduce aggressive
assumptions for bug detection
• The return values of many function calls are regarded to be NULL

• Do not analyze inter-procedural data-flow facts


	Slide 1: A Simple Demo of  Repository-level Code Auditing with Cursor
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15

