A—g—

& FHERBKAR
THE DEPARTMENT OF s THE HONG KONG
Q. COMPUTER SCIENCE & ENGINEERING L[AJJ UNIVERSITY OF SCIENCE
k AHARER TSR AND TECHNOLOGY

Shape Analysis: Principles,
Applications, and Challenges

Presenter: Chengpeng Wang
Date: Oct 28,2019
Department of Computer Science and Engineering

The Hong Kong University of Science and Technology



What is shape analysis?

* Definition in [Jones and Muchnick 1981]
* Determine the possible shapes of a dynamically allocated data structure at a given program
point
* Reason the geometry structures of dynamically allocated heap data and their
relations
* Geometry structures

* IsitaTree, a DAG, or a Cyclic Graph?
» Self-defined properties: sorted linked lists ...

 Structural relationship
* Overlapping or disjoint?

* In general, shape analysis aims to property reasoning on heap structures



What are we concerned about

* Geometry structures

* NULL pointers: Does a pointer have a NULL value?
* Cyclicity: Is a heap cell part of a cycle?

* Reachability: Is a heap cell reachable from any pointer variable?

* Structural relationship

* Alias: Do two pointer expressions reference the same heap cell?
* Sharing: Is a heap cell shared?

* Memory Leak: Does a procedure or a program leave behind unreachable heap
cells when it returns?



Historical Footprints

* Stage 1: Analogue pointer analysis

* Stage 2: Logical methods
* 3-valued logic: TVLA
* Separation Logic: INFER ...

* Stage 3: Hybrid methods
* Static analysis + dynamic analysis: SLING

* Machine learning techniques: LOCUST
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Stage 1: Analogue pointer analysis

* Research background

* Automatic verification techniques were not developed

 Constraint solving was still a tough problem

* Static analysis based on abstract interpretation
* Basic analyzer: pointer analysis, integer analysis...

* Framework: Dataflow analysis

* In this stage, the aim of shape analysis is unclear

* Focus on different properties of heap data in different application scenarios

Stagel  Background



Motivations

* Safety of Program

* Check some properties without existing techniques, such as race condition,
preserving cyclicity/acyclicity, etc..

* More efficient compilation

» garbage collection, parallelization, etc..

Stage 1 Motivations



struct ListEntry
ListEntry™ next;
ListEntry™* prev;
int data;

5

Motivating example (I)

void *add(ListEntry* &h) {

}

int data = rand()
ListEntry* n;

n = new ListEntry;
n->data = data;

int operateTwolList(ListEntry™ &a, ListEntry™ &b) {

pthread_t tids[2];
int ret_add = pthread_create(&tids[0], NULL, add, &a);
int ret_remove = pthread_create(&tids[|], NULL, remove, &b);

pthread_exit(NULL);

return O;

Stage 1

Motivations

void *remove(ListEntry* &h) {
int data;
ListEntry™ n;
if (n!=h){
n->prev->next = n->next;
n->next->prev = n->prey,
data = n-> data;

delete n;
}
}
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Motivating example (I)

int operateTwolList(ListEntry™ &a, ListEntry™ &b) { Case 1: Disjoint
pthread_t tids[2];
int ret_add = pthread_create(&tids[0], NULL, add, &a);

No data race
int ret_remove = pthread_create(&tids[ 1], NULL, remove, &b); List a and b are deterministic after the
pthread_exit(NULL); IStaad are ae

execution of operateTwolist.

return O;

} Before After

Stage 1 Motivations ?



Motivating example (I)

int operateTwolist(ListEntry* &a, ListEntry* &b) { Case 2:Overlapping
pthread_t tids[2];
int ret_add = pthread_create(&tids[0], NULL, add, &a); Data race!

int ret_remove = pthread create(&tids[ ], NULL, remove, &b);

List a and b are nondeterministic
pthread_exit(NULL);

after the execution of operateTwolist.

return O; After
}
a
Before Tids[0], tids[1] b
a
b \
a
Tids[1], tids[O] b

Stage 1 Motivations



Motivating example (I)

int operateTwo Tree(TreeEntry* &a, TreeEntry* &b) { * Even worse when operating two trees
pthread_t tids[2]; * Some subtrees are disjoint
int ret_add = pthread_create(&tids[0], NULL, add, &a); * Others are not
int ret_remove = pthread create(&tids[|], NULL, remove, &b);
pthread_exit(NULL); e Two structures are overlapping?
return O;
}
Disjoint Overlapping

or

Stage 1 Motivations



Motivating example (1)

Graph topologicalSortEntry(Graph g) {

g = fun(g);
assert(IsDAG(g));
| g = topologicalSort(g);|
return g;

}

Stage 1 Motivations



Motivating example (111)

int main() {
ListEntry™* a = createList();
ListEntry* b = createList();

add(&a);

add(&b)
return O;

}

Stage 1 Motivations

e Conventional approach
* Liveness analysis

* The recursive structures are complex
 Some nodes are shared

* Some nodes are not

» Two structures are overlapping?



How to handle

* Insight
* The point-to relations between nodes are necessary and sufficient

* Alias analysis and sharing analysis can help a lot

* Challenges

e Unboundedness of recursive structures

 K-bounded abstraction or On-demand abstraction

Stage 1 Insight  Challenges



Stage 1: Analogue pointer analysis

* An extension of pointer analysis

* Only interested in
* Level 0: point-to analysis (Analysis of Pointers and Structures, 1990)
* Level1: alias analysis (Analysis of Pointers and Structures, 1990)
 Level 2: “shape” analysis (Is it a Tree, a DAG, or a Cyclic Graph? 1996)
* Features

* Less powerful: only a small set of properties can be expressed

* High scalability: the abstract domain is simple and easy to maintain

Stage 1



Stage 2: Logic Method

* Reflection

* The limitations of shape analysis in stage 1
* The expressivity is limited
 The shape properties are different in previous works(lack of general approach)

e How to handle

* Logic based approach: 3-valued logic, separation logic

* Parametric framework: TVLA(a parametric framework via 3-valued logic)



Stage 2: Logic Method

* TVLA: 3-valued logic based shape analysis
* Mooly Sagiv, Thomas Reps, and Reinhard Wilhelm

* Representative works
 Parametric Shape Analysis via 3-valued Logic(TR 1998, POPL 1999, TOPLAS 2002)

Semantic minimization of 3-valued propositional formulae(LICS 2002)

Finite differencing of logical formulas for static analysis(ESOP 2003)

A Relational Approach to Interprocedural Shape Analysis(SAS 2004)

Stage2 TVLA



TVLA

* Motivations
* The expressivity is limited
* Generate shape invariants by predicates

* The approach is not general

* Propose a parametric approach/framework to synthesize different kinds of shape
invariants

TVLA Motivations



TVLA

* Challenges

* Dynamically allocated data structures are unbounded

—O O "0
* The trade-off between precision and efficiency
* More predicates are used, more precise shape information extracted while more

overhead in shape analysis

TVLA Challenges



TVLA

* Insight
* Find a bounded abstract structure to represent dynamically allocated data
* Embedding 2-valued logic structures into 3-valued logic structures

* Find a flexible configuration of predicates.

* Some special predicates(Core Predicates) are used to restore shape info, and others
are used in an on-demand way in particular cases if necessary.

TVLA Insight



TVLA I: Intraprocedural

* Based on symbolic execution

* Transfer relation

e Statement-wise

 Abstract domain

* Unboundedness of dynamically allocated data can make symbolic execution
unterminable

e Abstract domain assures the boundedness of the abstract structure

TVLA|



TVLA|

TVLA I: Intraprocedural

e How to achieve

* Solve these subproblems in a unified way: logic

Logic formula can encode the transfer
relation by modeling the semantics of
the statement

4 )

. J/
States

Program Logic Abstract Domain

Logic constraint can encode the abstract
state, in which each the concrete state
satisfies the logic constraint



TVLA I: Intraprocedural

* Core task: update memory configuration

* Choose a set of predicates to describe the memory configuration precisely
and obtain shape graph

* Design a canonical abstraction to make shape graph in a bounded size

* Update the shape graph based on the update formula defined by the
semantics of the statement [The most important subtask]
* Canonical abstraction assures the terminability

* Predicates guide canonical abstraction

* |t is the essential problem to update formula as precise as possible

TVLA|



TVLA I: Intraprocedural

* Problem 1: How to abstract
Shape Abstraction

* Problem 2: How to use predicates

* Problem 3: How to embed | canonical Embedding

* Problem 4: How to update formula according to the statement

* Focus and Coerce

Formula Update

TVLA|



Shape Abstraction

* Motivating example

typedef struct node {
struct node *n;
int data;

} *List;

void insert(List x, int d) {

}

Listy, t, e;

assert(acyclic_list(x) && x != NULL);

y=x

while (y->n != NULL &% ...) {
y =y->n;

}

t = malloc();

t->data = d;

e = y->n,

t->n = ¢

y->n =t

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

TVLA |: Shape Abstraction

25


https://research.cs.wisc.edu/wpis/papers/toplas02.pdf

Shape Abstraction

* Motivating example

O OO

unboundedness

TVLA |: Shape Abstraction

26



Shape Abstraction

* Model shape info in 2-valued logic(Standard First Order Logic)
« S:logical structure, denoted by < U>, [° >

e US: A universe of individuals

« [5 maps arity-k predicate and k-tuple of individuals to o(false) or 1(true)

* Example
' i i ' Bi dicat
» q(n): Does pointer variable g point to element n? Unary predicates inary predicates
Indiv. x n u u
* n(vq,v,): Does the n field of v point to v,? Y 1 2
Uq 1 1 Uuq 0 1

X'V U, 0 0 U, 0O O

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

TVLA |: Shape Abstraction
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Shape Abstraction

* Model shape info in 3-valued logic
« S:logical structure, denoted by < U>, [° >

e US: A universe of individuals

~AJ0 1 12][v o 11/2][=

0/0 0 ol[o]o0 11/2/[0]1
110 1 1/2/|1]1 1 1||1]o0
1/2|0 1/2 1/2] |1/2]1/2 1 1/2] |1/2|1/2

* [5 maps arity-k predicate and k-tuple of individuals to o(false), 1(true) or 1/2(unknown)

__Nn

e ‘\

4 ]
(@

* Example

« sm(v): Does v represent more than one concrete individuals?

* g(n): Does pointer variable q point to element n?

* n(vq,v,): Does the n field of v; point to v,?

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

TVLA |: Shape Abstraction

n
X) y ==
Indiv. x y sm n Uy Uy
Uq 1 1 0 Uq 0o 1/2
Uy 0 0 1/2 U, 0o 1/2


https://research.cs.wisc.edu/wpis/papers/toplas02.pdf

Shape Abstraction

* Why use 3-valued logic rather than 2-valued logic

* 2-valued logic can not encode may point-to relation

3-valued logic 2-valued logic
n Uy Uy n Uy Uz
n
,’ = \ u1 O 1/2 u:]_ O ?

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

TVLA |: Shape Abstraction

Unboundedness calls for
summary node

Summary node calls for
3-valued logic


https://research.cs.wisc.edu/wpis/papers/toplas02.pdf

Shape Abstraction

. . typedef struct node {
* I\/\otlvatlng example struct node *n;

int data;

—0 —c J =

VS

_n .
ok 0
"@ @ Summary Node

— Must Point-to Edge

unboundedness boundness - --+ May Point-to Edge

TVLA |: Shape Abstraction 0



Shape Abstraction

* About predicates

* Predicates are divided into two sets
* Core predicates: describe the shape analysis precisely

* Instrumentation predicates: for continence and specific use

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

TVLA |: Shape Abstraction
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Shape Abstraction

* About predicates

* Core predicates: describe the shape analysis precisely

Predicate

Intended Meaning

z(v)

sm(v)

n(vi, v2)

Does pointer variable x point to element v?
Does element v represent more than one
concrete element?

Does the n field of v;1 point to v2?

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

TVLA |: Shape Abstraction



https://research.cs.wisc.edu/wpis/papers/toplas02.pdf

Shape Abstraction

* About predicates

* Instrumentation predicates: for canonical abstraction and verification

Pred. | Intended Meaning Purpose
1s(v) | Do two or more fields of lists and
heap elements point to v7 | trees
re(v) |Is v (transitively) separating
reachable from disjoint data
pointer variable x? structures
r(v) Is v reachable from some | compile-time
pointer variable (i.e., is v | garbage
a non-garbage element)? collection
c(v) Is v on a directed cycle? ref. counting
¢f.b(v) | Does a field-f dereference | doubly-linked
from v, followed by a lists
field-b dereference, yield v?
¢b.f(v) | Does a field-b dereference | doubly-linked
from v, followed by a lists
field-f dereference, yield v?

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

TVLA |: Shape Abstraction
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TVLA|

Canonical Embedding

* Back to motivating example

Unbounded 2-valued logic structures

Canonical Embedding

embed

—0_ |

L
7’ ‘\
/
]
_’( )——n—*@,/

Bounded 3-valued logic structures

34



Canonical Embedding

«S=<USIS> S’ =<US,IS > f:US—> US'isa surjective function
we say that f embeds S in S'(denoted by S =/ §') if 1/2*
* For every predicate p of arity kand all uy, ..., u; € U® / \
S () (g, ey we) € 15" @) (f (ue), o, f (i)
0 1*

e« Forallu' € US'

(Hul f =u'} >1) 15 (sm)W) 0E 1/2

121/2
* We say that S can be embedded is S’'(denoted by S = §') if there exists a

function f suchthat S =/ S’

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

TVLA | Canonical Embedding
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Canonical Embedding

« An example @), .., u0) € 5 @)@, . fw)

. n . n . Embedding defined by f n

2-valued logic structures flvi) = 3-valued logic structures
f(vy) =u,
n vy v, V3 f(v3) =u, n U 0,
1
vv 0 1 O
Uq 0 |1/2
% O 0 |1

v. 0 0 0 n(v,,v3) =1E1/2 =n(u,, u,)

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

TVLA | Canonical Embedding

36
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Canonical Embedding

* An example ({ul f =u}| > 1) 15 (sm))

_._n
Embedding defined by f N )
3 : (vi) =u
2-valued logic structures ]{(V;) _ UZ 3-valued logic structures
fvs) = u,
Indiv. sm
(1w lf(M =u} > =({vi}|>1) =(1>1)=0E0 5 0
1
(1w f(v) =u} >1) = ({vp,v3}| >1) =(2>1) =1 E1/2 u, 1/2

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

TVLA | Canonical Embedding 37
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Canonical Embedding
5(0) (g, o wg) E 15 (0)(f W), o, £ ()

* Embedding IS not Unique (Kul f(w) =u} > 1) =I5 (sm)(W)
-.n
. n ‘ n . Embedding defined by f n :,
2-valued logic structures fO=u 3-valued logic structures

n V1 Uy (%]
n(vy,vy) =1E1/2 =n(uqg, uq) n Uy Indiv. sm

ul 1/2 ul 1/2

vy, 0 1 O
v, 0 0 1 n(v,,v3) =1E1/2 =n(uq,uq)

v 0 0 O (IH{vIf(M) =u}>1) =({vy,vvs}| >1) =3>1) =1 E£1/2
Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

TVLA | Canonical Embedding
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Canonical Embedding

15(0) (g, ., ug) E 5 (@) (), ..., Fug)
(ful f@ =u'} > 1) 15 (sm))

* Another Embedding

. n ‘ n ‘ Embedding defined by f

2-valued logic structures fv) =u
fvy) =
f(v3) =us
* Which one is the best
_\n L=~

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

TVLA | Canonical Embedding

//-\‘
n n )
— @O0

3-valued logic structures
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Canonical Embedding

* How to embed with less loss of shape information

* Embed based on abstraction predicates

* Canonical Embedding

* femveac(V) =1 € 415 ) () = 1){p € A @@ = 0)

* Ais the set of abstraction predicates

* Abstraction predicates distinguish concrete individuals

* fembedc(vl) = fembedc(vz) o p(v) =p(vy) VpeEA

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

TVLA | Canonical Embedding
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* An example

Canonical Embedding

fembedc(vl) = fembedc(vz) S p(v) =p(vy) VpeEA

* Abstraction predicates: A = {x,y,t, e}

unary preds. binary preds.
indiv. |z |y |t |e no|uy | us | Uz | g
U] 1(1{0(0 up |0l 1010
us [0]0fO]O] [uz[O][O] 10O
uwz  |0[0[0[0]] |us[O0|] 0|01
g |0[0[O(Of] |ug{O0JJO]0O|O
N T n O n O
x —(up )=- = (13 | =14
Sa ¥

abstracts

to
S

unary preds.

binary preds.

indiv. |z |y |t s n o |u1 |u234g
U] 1(1(0 0 uwy |0 1/2
U234 0(0(0 1,?[2 o34 0 1/2

A
T
Jga Y

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

TVLA|

Canonical Embedding

41
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Canonical Embedding

* Question: How to choose appropriate abstraction predicates?

fembedc(vl) = fembedc(vz) ©pv) =pvy) VpeEA

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

TVLA | Canonical Embedding
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Formula Update

* Based on symbolic execution

* For each statement, transform each logic structure from last program

location to the next one

void insert(List x, int d) {

* An example e
e Statement y =y->n assert(acyclic_list(x) && x != NULL);
Yy =X
° Logic structure while (y->n !'= NULL && ) {
y =y->n;
XY n n n }
}

_Nn
s~ ~\
X,y z : n _@‘/J

TVLA | Formula Update
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Formula Update

* An example

e Statement y =y->n

void insert(List x, int d) {

unary preds.

binary preds.

Listy, t, e;

assert(acyclic_list(x) && x '= NULL);

Y =X

while (y->n!= NULL && ...) {

y = y->n; ' (v) = z(v)

} Predicate y' (v) = Jvg :y(vr) An(vy,v)
Update t'(v) = t(v)
Formulae e'(v) = e(v)

} n'(vi,v2) = n(vi,va)
* 2-valued Logic structure
9 n n n

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

indiv. |z |y|t|e|| n |u1|us|ug|usg
U1 111(0|0){u1 O[22 1010
U9 0/0|0[0||u|O]O]11f0O
Structure us 0(0(0|0||Jug| O 10101
Before i 0/0/0|10)|ug| O] O]0O0]O0
@000
siooy
unary preds. binary preds.
indiv. |z |y|t|e|| n |u1|us|ug|us
U1 1{0]10|0) w1 O 12 [0O0]O0
U9 0/1|0]|0f|u2| O] O] 1[0
Structure us 0/0|0|0f|ug| O]O[O|1
After ’ U4 010(0O[Of|uga| O O]O|O
@@

TVLA | Formula Update
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TVLA|

Formula Update

* Predicate Update Formulae

* Core predicates

* How to update Instrumentation Predicate
* Based on updated core predicates
* Expressed by core predicates

* Incremental update

* Why? Reevaluation is a terrible burden

void insert(List x, int d) {

Listy, t, e;

assert(acyclic_list(x) && x != NULL);

y =%

while (y->n != NULL && ...) {

y =y->n;

}

}
z'(v) = z(v)
Predicate y'(v) = 3vy : y(v1) An(vy,v)
Update t'(v) = t(v)
Formulae e'(v) = e(v)
n'(v1,v2) = n(vi,v2)

* How? Finite differencing for instrumentation predicate update

Reps T, Sagiv M, Loginov A. Finite differencing of logical formulas for static analysis[C] ESOP 2003

Formula Update



https://research.cs.wisc.edu/wpis/papers/esop03.FD.pdf

Formula Update

* Question: What happens if the program contains a bug

* For example, y=NULL before the statement y = y->n

* How should we transfer predicate values ?

Discussion: isNull can be defined as an instrumentation predicate. Before the formula
updates of the statements like y=y->n, check whether isNull is 1 or not.

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

TVLA | Formula Update


https://research.cs.wisc.edu/wpis/papers/toplas02.pdf

n' vy vs) = nliy, ]

LAy preds.  binary preds. unary preds. binary preds,
indiv. |z |y |t el n w0 |us -i'r.1.| indiv. |x|ylt]e]|em | 7 | |uz
™ a[llﬂ:;”" ::[]][I'H w, (L Ljofol 0 | wm |0]1/2
"z "z waze |0/0]0[0]1/2|1zss| 0| 1/2
Structure ug (OO Dfjug| O 001 ,
Refore wy [0|ofojo|lu]o|o]0]0 Anslracts 1o ; gt
v ™ 1 i X — 14-1_“1|':'f
x ==t Jo= 'i'.!iifl-i--.-@ (r/ _,/-)I
L Sa ¥
Statement ¥ = y=>n ¥ = y=>n
r (v} = xl(v) rr) = zlv)
Predicate gle) = Jeg 2yl ) Aol v) g (w) = ey syl ) Anelog,v)
Update t'{w) = i{w) t'{r) = t{w)
Formulae e'(v) = tv) Embedding Theorem e'(v) = tv]

i (e e} = nley, )

unary preds.  binary preds. unary preds. binary preds. .
indiv. |x |y tlel|l nlwuy|us i!d-:a-f.!al] indiv. x|y |t e|sm)| n | [ue | uy 1;:3:'3 l::ﬂ'fs‘ el am |hl:ar: ]::T?ds.
. [1[0[0[0f[w [0 T]0[0 ur [1]0[0[0] 0 [[wi [0]1]0 o Tolot o S 1h
Structure | vz [0[0]0/0(fug| 0| 0] 0|1 [abstracts|| ., |0|0[0]0]1/2|wg| 0| 0 [1,2]/embeds L2254 e
After wg |Ofofool|ugl 0000 |t ko (}
._ i
, | - 5 y
\_ h y 5 y b W

TVLA|

Formula Update
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Formula Update

* Embedding Theorem

THEOREM 4.9 (Embedding Theorem). Let S = (U®,/°) and S’ = (U, %)
be two structures, and let f: US> — U be a function such that S C/ S’. Then,
for every formula ¢ and complete assignment Z for ¢, [[:p]]g{Z) C [[a:p]]g'(f o Z).

* It is sound to use an abstract(3-valued logic) structure S to answer
questions about properties of the concrete(2-valued logic)

structures that S represents.

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002
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Formula Update

* However, how to update the following structure by y = y->n

* The summary node u,34 blur the truth

e Can we recover the truth? unary preds. binary preds.
. Yes! indiv.|x| y [t|e|sm]| n |ui|u23q4
) U1 1 0 (0]0] O U1 0 1/2
* Focus and Coerce us3s [0]1/2]0|0|1/2||u234| 0 [ 1/2
focus . , . -n
{Sa} > {*"'u,_f_.ﬂ:Sa.f._lsba,f.ii} .
@) o)
[stols l l [stols
{Sb} 2 {SF;J ' Sb,:&’} - {Sa,rj,ﬂz Ll";‘r::-,_r:a._l: Sa._r:a,'J} Sb y

COETCE

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

TVLA | Formula Update o


https://research.cs.wisc.edu/wpis/papers/toplas02.pdf

Formula Update

e Recover the truth: Focus

X—3—0) —.G—O
y— Semantic transformation

el 0N

canonical abstraction
partial concretization

—

y— __ y—»S\S 1

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

TVLA | Formula Update


https://research.cs.wisc.edu/wpis/papers/toplas02.pdf

Formula Update

e Coreidea of Focus

* The formulae that define the meaning of st evaluate to definite values

* The Focus operation brings these formulae “into focus”

—C—0O
=~

partial concretization

=0O--O)

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002
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Formula Update

N prover

* An examp Stg: Yy = y—>n
input
structure Y —= @ ------------ >’
Te,n,Ty,n TensTyn
f - de
fg;rlfulae {o(v)}, where @o(v) ={Iu : y(v1) An(v1,0)] first order theorer
focused
structures Sa,$,0 ‘f-”_ﬂ =0 Sa, f,1 PO -1 Sa,f,2 wo =1 po,= 0

X X, X,
. ¥ Te.n,Ty,n ¥ Ten,T ¥
Faen,Ty.n Fz,nsTy,n T n,Ty,n

? ? Q—f @_}’

Ten:Ty,n Ten:Tyn

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

Formula Update
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Formula Update

* Focus formulae

e
i

Focus Formulae

NULL

t

t->n
=t

= malloc()
NULL

= NULL

|
4
=

MR oM M R M ORoH KM
= I =1l
nmm u

t
t

A

[t(v)]

vy e A nleg,v)}
[x(v), t{v))

A

{x(v)]

[x(v))

[x(v), t{v)}

la(v), tv)}

UninterpretedCondition

i

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

TVLA | Formula Update
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Formula Update

* Formula update

[

\_

X—
y—»

=00

Semantic transformation

c™e
c™c¥es

J

partial concretization ‘

=00

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

Formula Update

e c¥es

Canonical abstraction

54
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Formula Update

e Recover the truth: Coerce

~N
X—»G . 9—»
y— O Semantic transformation y O

X =
’ \ > \l _ )‘
))5:: __’ y—*G_’@

Canonical abstraction

partial concretization ‘

A 4
{GERRN
X—s ‘ / X -
y—0--0 oo -G
y—»
Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002 Remove the inconsistency
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Formula Update

e Recover the truth: Coerce

OBSERVATION 6.12 (The Sharpening Principle). In any structure S, the value
stored for °(p)ui,...,u) should be at least as precise as the value of p’s
defining formula ¢,, evaluated at uy, ..., uy (i.e., [[cpp]]g{[ul > U1, ..., Up > Upl)).
Furthermore, if 15(p)uy, ..., uy) has a definite value and ¢, evaluates to an in-
comparable definite value, then S is a 3-valued structure that does not represent
any concrete structures at all.

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

Formula Update
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Formula Update

e Recover the truth: Coerce

* There can be interdependences between different properties stored in a
structure, and these interdependences are not necessarily incorporated in
the definitions of the predicate-update formulae

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002
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Formula Update

y can not point to an individual representing

° : — one or more concrete individuals
AN example Sto:y =y—mn first order theorem prover

outpul g
structures| @00 N Da,0,1 RN Sas0,2 ST
N N
()
ﬁ. .........':_:;..
X.Temn Ten,Ty,mn
% s : ’ r T
X, Ta.n YsTe.n, X, T n Y:Taw,n, o Ty
Ty,n Ty,n
coerced , :
structures 5,1 Sb,2
L T L
T o
X, Te,n ¥ Tan LyTaen Yo Twn
Ty.n Ty.n

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002
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Discussion

* Focus operation is an instance of precise abstract operation in symbolic
abstraction

* Logic formula is a unified way to describe different kinds of abstract domains

* Guide the refinement of abstract state after transformation to obtain best abstraction

N
States

Program Logic Abstract Domain

Yorsh G, Reps T, Sagiv M. Symbolically computing most-precise abstract operations for shape analysis[C] TACAS 2004

TVLA|
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Discussion

* Logic is rigorous and powerful

 Anotherrecent work: combine abstract domain with SMT

pre
611 ('pl é V(al)

: V
abstract domain
)

) SMT formula
representation
P
trans
@1
pre trans pre trans Focus operation:
1 a @7 A1 a; = ¢(@;  N@q

get precise abstraction

¢

abstract domain
)

SMT formula )
representation

Jiang J, Chen L, Wu X, et al. Block-Wise Abstract Interpretation by Combining Abstract Domains with SMT[C] VMCAI 2017
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Discussion

* Another view: Strong Updates
* Comments by Isil Dillig

Applying strong updates to abstract location [ requires that [ correspond to
exactly one concrete location. This requirement poses a difficulty for applying
strong updates to (potentially) unbounded data structures, such as arrays and
lists, since the number of elements may be unknown at analysis time. Many
Eechniques combine all elements of an unbounded data structure into a sin-

le summary location and only allow weak updates [2,5, 6]. More sophisticated
echniques, such as analyses based on 3-valued logic [3], first isolate individ-
1al elements of an unbounded data structure via a focus operation to apply al
trong update, and the isolated element is folded back into the summary location
ia a dual blur operation to avoid creating an unbounded number of locations.
Vhile such an approach allows precise reasoning about unbounded data struc-
ures, finding the right focus and blur strategies can be challenging and hard to

utomate [3]

Dillig 1, Dillig T, Aiken A. Fluid updates: Beyond strong vs. weak updates[C] ESOP 2010
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More Discussions

* How like in Anderson analysis ? predicates transfer for load & store
statement ? Does shape analysis has transfer rule for load/store
statement

void insert(List x, int d) {
Listy,t, e;
assert(acyclic_list(x) && x != NULL);
. o o . y = X;

TVLA is a framework of program verification and do not While (y->n 1= NULL && .. {
handle load/store statement. y = y->n;

}

t = malloc();

t->data = d;

e = y->n;

t->n = g,

y->n =t;

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002
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More Discussions

* Why is TVLA unscalable?

* Focus and Coerce need a large amounts of constraint solving

input
structure LY —> @ )’

Te,nsTy,n TensTy,n

focus def
olv where] oo(v) = vy : y(v1) An(vy,v) ]| fi

formulae {wo(v)}, wo(v) y(v1) A n(v1,v)|first order theorem prover
focused ]
structures Sa,f,0 0. 0 Sa,f,1 =1 Sa,f,2

X X ) x

) Tez.n,Ty,n » ¥ Ten,Ty,n 2 Y Tz,nsTy,n Tz,nsTy,n
Ten,Ty.mn Te.n,Ty,n Tz.n,Ty,n

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002
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TVLA|

More Discussions

* Why is TVLA unscalable?

* Focus and Coerce need a large amounts of constraint solving

y can not point to an individual representing

one or more concrete individuals

first order theorem prover

PR

X Ten
Ty,n

Y, Tz,n,

output s ¢ P
structures| <@:0,0 n.. Pa,0,1 e 4,0,2 . .
N e N
(:) > ’.( ) n .C n @ n
ﬁ ........ >
<N o
X, Tz TznsTyn
- ’ ' . s Tz, P
X, Tz,n ¥>Tz.n, X, T2.n YsTw,ns Tz,nsTy,n
Ty,n ’I'y,n
coerced 5 ;
structures b1 Op,2

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002

Remove the inconsistency
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More Discussions

* Why is TVLA unscalable?

* Focus construct explicit partitions of unbounded structures, and generate
new logical structures, which causes state space explosion problem.

focus

{Sﬂr} = {Su._f_.ﬂ:'-C;a.f._lwqa,f.i}
[[-“"’-f_h]]:il ll-‘”u]]:-;
{Sp} 7 {56.1,Sp2} =—— {5Sa.0,0,5a.0,1:5a,0,2}

—_— COETCE

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002
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More Discussions

* What' s the application of shape analysis in static bug detection
* Detect list manipulation bugs

* Will be discussed later

Dor N, Rodeh M, Sagiv M. Checking cleanness in linked lists, ISSTA 2000: 115-134.

TVLA|


https://link.springer.com/content/pdf/10.1007/978-3-540-45099-3_7.pdf

More Discussions

* How to choose appropriate abstraction predicates ?

* What happens if the program contains a bug (e.g a=NULL; the statement is a-

>next = n; Then how should we transfer predicate values) ?

* What' s the application of shape analysis in static bug detection (Any papers in

this area?) ? (Why Facebook Infer scales ?)

* How like in Anderson analysis ? predicates transfer for load & store statement ?
Does shape analysis has transfer rule for load/store statement

Sagiv M, Reps T, Wilhelm R. Parametric shape analysis via 3-valued logic[J]. TOPLAS 2002
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TVLA II: Interprocedural

* Two main approaches to interprocedural static analysis
* Functional

* Operational

* Functional approach
* Compute procedure summaries

 Obtain the best transformer

Reps T, Sagiv M, Yorsh G. Symbolic implementation of the best transformer[C] VMCAI 2004

TVLAI


http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.15.5453&rep=rep1&type=pdf

TVLAI

Transformer Abstraction

* An example: Transformer of list reverse function

n n n
a’ b’
O OO0 TRIELE
n’ n’ n’

Pair of one-vocabulary
structures

n n n
n’ n’ n’

Pair of one-vocabulary
structures

Jeannet B, Loginov A, Reps T, et al. A relational approach to interprocedural shape analysis[C] TOPLAS 2004

Transformer Abstraction
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Transformer Abstraction

e Canonical abstraction of transformer

n n n
am
n, nl n)

* Two-vocabulary structure: a logical structure

* Based on abstraction predicates

Jeannet B, Loginov A, Reps T, et al. A relational approach to interprocedural shape analysis[C] TOPLAS 2004

TVLA I Transformer Abstraction
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Transformer Abstraction

e Relation Instrumentation Predicate

* Defined in specific verification problem
* Establish the connection between input and output

id_succ[n, my, ma](v)

(n[m1](v, v1)
id_predn, mi, ma|(v) LU

Vo = n
Yoy ) = n[ms

(m2](v, v1))
[(v1,0)).

e Additional constraint rule

id_succ[n, my, ma|(v) A id_succln, ma, ms](v) = id_succ[n, my, ms](v)

Jeannet B, Loginov A, Reps T, et al. A relational approach to interprocedural shape analysis[C] TOPLAS 2004
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TVLAI

Transformer Abstraction

* An example: insert

id_succ[n, m1, ma](v)

id_predn, mi, ma|(v) my m, € {inp, out, tmp}

Il
T <C
e
—
N N
S S
S 3
—
——
<
S
'—l
~—
Y
S
3
b
—_——
<
et
—
~—
~—

list
l n[out] n[out]
n[out] n[out]
id_succ[n,out,inp] - e id_succ[n,out,inp]
n[inp] n[inp] =
n[lnp n[lnp]

Jeannet B, Loginov A, Reps T, et al. A relational approach to interprocedural shape analysis[C] TOPLAS 2004
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TVLAI

* An example

list

Const. unary predicates

1d_suce[n,in,out]
id_succ[n,out,in]
id_pred[n,in,out]
id_pred[n.out,in]
r[n,in,list]
t{n,out.list]
res=1/2
t{n,in,res]=1/2
r[n.out,res]=1/2

reverse_n_succ[in,out]
reverse_n_succfout,in]=1/

nfin] - nfout]

Const. unary predicates

r{n,in,list]

. r[n,out,res|
list reverse_n_succ|in,out]
reverse_n_succfout,in)

id_succ[n,out,in]
id_pred[n,in,out]
r{n.out.list]

n[out]

id_succ[n,in,out)
id_pred[n,out,in]
r[n,in,res)

(b) Sy

Ies

list

r[n,out,list]

n[in]

id_succe[n,in,out]
id_succ[n,out,in]
id_pred[n,in,out]
id_pred[n,out,in]

4

Jeannet B, Loginov A, Reps T, et al. A relational approach to interprocedural shape analysis[C] TOPLAS 2004

Transformer Abstraction

id_succ[n.out.in]
id_pred[n.in,out]

id_succ[n,in,out]=1/
id_pred[n,out,in]=1/

Const. unary predicates

r[n,in,list]

r{n,out.res)
reverse_n_succ[in,out]
reverse_n_succlout,in]

LSV S ]

. nfout]

n|in] :-n[out]

— b
[ SN SV OO I S ]

»

n[in] n[out]

id_succ[n,in,out]
id_pred[n,out,in]
r[n,in,res]
id_suce[n.out,in}=1/2
id_pred[n.in,out]=1/2

Ires
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Transformer Operations

* Relational approach to model function call and return

e Combine two abstract transformer

* Obtain a precise combined transformer

e How to combine

* Two transformer operations
* Composition
* Meet

Jeannet B, Loginov A, Reps T, et al. A relational approach to interprocedural shape analysis[C] TOPLAS 2004
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Transformer Operations

* Composition

* No local variable and function parameters
* TpoTy & (Tol ) < 1/2] N T jin < 1/2D[tmp « 1/2]
bridges the postcondition of T; and the precondition of T;
and are exposed interfaces of T, o T

* I captures the (largest) common parts of two logical structures

Jeannet B, Loginov A, Reps T, et al. A relational approach to interprocedural shape analysis[C] TOPLAS 2004
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Transformer Operations

* Composition

* No local variable and function parameters
e« Ty, oTy & (Ty[tmp < out;out « 1/2] N T,[tmp « in;in « 1/2])[tmp < 1/2]

* Local variables and functions parameters

(Tpi:=2 © T1)[tmp < out; out < 1/2]

def l—l tmp “ 1/2’
TroTi = | Ty.=fpo © tmp < in;in + 1/2; [{fpi, fpo} « 1/2
(Ttpi:=tpig; © T2) loc - 1/2
fpo:=fpo,

Jeannet B, Loginov A, Reps T, et al. A relational approach to interprocedural shape analysis[C] TOPLAS 2004
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Transformer Operations

* Meet I : get the greatest lower-bound operation of two logical
structures representing the transformers

n[inp]

--~_ nfout]
n[inp] n[out] /z’ AN

——————
- -~
-

_——— - -
- ~ - -~

- ~

~

id_succ[n,inp,tmp]
id_succ[n,tmp,inp]
id_succ[n,out,tmp]
id_succ[n,tmp,out]

id_succ[n,inp,tmp]
id_succ[n,tmp,inp]

id_succ[n,out,tmp]

id_succ[n,tmp,inp]
id_succ[n,tmp,out] id_succ[n,out,tmp]

~—a -

Jeannet B, Loginov A, Reps T, et al. A relational approach to interprocedural shape analysis[C] TOPLAS 2004
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* An example s nfinplnfout]

id_succ[n,inp,tmp]
id_succ[n,tmp,out]
id_succ|n,out,tmp]
id_succ[n,tmp.inp]

list n[inp] list,res n[out]

id_succ[n,tmp,out]
id_succ[n,out,tmp]

n[tmp] n[tmp]
(a) S (b) Sh

id_succ[n,inp, tmp]
id_succ[n,tmp,out]
id_succ[n,out,tmp]
id_succ|n,tmp,inp]

n[inp]

id_succ[n,inp.tmp]

id_succ|n,inp,tmp]
id_succ[m trmp.inp]

i i id_: Jtmp,out
id_suce[n,tmp,inp] id_succ[n.tmp,out]

id_succ[n,out,tmp]

n [t mp]

list, res

n[inp],n[out]

A
- . . . IiSt,rES n[lnp] ||5t1res
id_suce[n,inp,tmp] id_suee[n,inp,tmp| e,
id_succ[n,tmp,out] [l I'IP] M [‘DUt id_succ|n, tmp,out] )
id_succ[n,inp,out] |- """ 7 id_succ|n,inp,out] n [il"l P]
idsucc[nouttmp] ..., .. .. id_succmouttmp] Jf f N AL ~ id_succ[n,inp,out]
id_succ|n,tmp,inp] n [trn F'] id_succ[n,tmpinp] & L J e > id_succ[n,out,inp]
id_succ[n,out,inp] id_succ|n,out,inp] n ['D u t]

D] n[out] n[inp]
; n [tmp] _ 4 y _ " y
(d) COCI‘CC(Sl Il Sé) (P) coerce (I-:'PD.]ECt wnp, oul {S'l M SQ )) (f) proj ECt-iﬂ.p cott (CDEI‘GE’( Sr'I M SQ ))

Jeannet B, Loginov A, Reps T, et al. A relational approach to interprocedural shape analysis[C] TOPLAS 2004
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TVLA Il: Summary

* Relational Interprocedural shape analysis
* Functional summary based approach

* Best transformer of function

Reps T, Sagiv M, Yorsh G. Symbolic implementation of the best transformer[C] VMCAI 2004

Jeannet B, Loginov A, Reps T, et al. A relational approach to interprocedural shape analysis[C] TOPLAS 2004
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Numerical Domain Summarization

* TVLA handles the unbounded dynamically allocated data
connected by the pointers and pointer fields

* How to obtain the properties of numerical fields in dynamically
allocated data
 The set of numerical fields of all the nodes is unbounded

* Conventional numerical domain, including boxes, octagons, and polyhedra,
can only handle finite number of numerical variables

Gopan D, DiMaio F, Dor N, et al. Numeric domains with summarized dimensions[C] TACAS 2004

TVLA Numerical Domain Summarization


https://research.cs.wisc.edu/wpis/papers/tacas04.ndsd.pdf

TVLA

Numerical Domain Summarization

* An motivating example

public static Stack<Integer> (int n) {
Stack<Integer> s = new Stack<Integer>();
for (inti=0;i<n;i++){
s.push(new Integer((int)Math.random()));
}

return s;

}

* Abstraction is necessary

Gopan D, DiMaio F, Dor N, et al. Numeric domains with summarized dimensions[C] TACAS 2004

Numerical Domain Summarization
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Numerical Domain Summarization

* Embedding for Abstraction

A‘z ‘uz (vll ) ) )= (1)2)3;4)
v, B N
4',—2' 4l -. T
b S o "__"_——}‘._._..’.)._?
T | , (ul; ) = {(112)1 (1;3); (114)}
I =3
D lover-approximation
3 ~a -
1 u,
v | Uq, €|1,1| x[2,4
" . (us,12) € [11] % [24]

Gopan D, DiMaio F, Dor N, et al. Numeric domains with summarized dimensions[C] TACAS 2004

TVLA Numerical Domain Summarization e


https://research.cs.wisc.edu/wpis/papers/tacas04.ndsd.pdf

Numerical Domain Summarization

* Embedding for Abstraction

* Linear space decomposition

(vll ) ) )= (1)2)3;4)
e V* = span(x,) + span(x,, x3, x4) l
* vl € Span(xl) (v2)v3)v4-) € Span(xZ,X3, x4) T[
* Subspace approximation (ug,u5) = {(1,2),(1,3), (1,4)}

* Find abstract domains to over-approximate l N
over-approximation

the point set in each subspace

 Connections between two subspace (uqg, 1) € [1,1] X [2,4]

* Numerical variables in two subspace respectively might have correlations
Gopan D, DiMaio F, Dor N, et al. Numeric domains with summarized dimensions[C] TACAS 2004

TVLA Numerical Domain Summarization


https://research.cs.wisc.edu/wpis/papers/tacas04.ndsd.pdf

Numerical Domain Summarization

* How to describe the correlations among numerical variables

* Inner subspace: conventional numerical domain
* Cross subspace: Not described in the paper(future work)

* Several Open Problems £ ) ™~
polynomial inequalities [2]
* How to decompose infinite dimensional space | "m

linear inequalities 3]
(convex polyhedra

[Iinear congruences [10]|

* ClUSterlng / | Ilin;ar equalities[Q/]]
. octahedra [4] 2-vars inequalities [5]
* How to over-approximate each subspace T
« Compositional numerical domain \ 9 pliiiing”

Fig. 2. Some abstract domains for numerical variables, par-

Gopan D, DiMaio F, Dor N, et al. Numeric domains with summarized dimensions[C] TACAS 2004 i : )
tially ordered w.r.t. their expressiveness.

Jeannet B, Miné A. Apron: A library of numerical abstract domains for static analysis[C] CAV 2009

TVLA Numerical Domain Summarization 2


https://research.cs.wisc.edu/wpis/papers/tacas04.ndsd.pdf
https://www-apr.lip6.fr/~mine/publi/article-mine-jeannet-cav09.pdf

Application

Concurrent Program Verification
 Verifying safety properties of concurrent Java programs using 3-valued logic
 Verifying safety properties using separation and heterogeneous abstractions

List Manipulation Bug Detection
* Checking cleanness in linked lists
* Putting static analysis to work for verification: A case study

Memory Management

 Establishing local temporal heap safety properties with applications to compile-time memory
management

Testcase Generation

* Generating Concrete Counterexamples for Sound Abstract Interpretation

Application



Concurrent Program Verification

* Want to verify and detect:

class Main {
e Deadlock public static void main (String[] args) {
Queue q = new Queue();
* Reach a deadlock? Thread prd = new Thread(new Producer(q));
Thread cns = new Thread(new Consumer(q));
* Thread state errors ord.start();
* Read-Write Race(RW) } cns.start();
* Write-Write Race(WW) }
. ('_ha”enge Example: Java concurrent program. Producers add elements to

Queue, Consumers remove elements from Queue

e Unbounded data structure

 Unbounded number of threads

Yahav E. Verifying safety properties of concurrent Java programs using 3-valued logic[J]. POPL, 2001, 36(3): 27-40.

Application Concurrent Program Verification =


http://delivery.acm.org/10.1145/370000/360206/p27-yahav.pdf?ip=175.159.122.219&id=360206&acc=ACTIVE%20SERVICE&key=CDD1E79C27AC4E65%2EFC30B8D6EF32B758%2E4D4702B0C3E38B35%2E4D4702B0C3E38B35&__acm__=1571982835_2687af9e3c6795f4092456536f0f92b3

Concurrent Program Verification

* Insight
* Abstract all the unbounded “objects” in canonical embedded 3-valued logic structures

* Unbounded “objects” include threads, locks, and dynamically allocated data structures

* Predicate
* is_thread(t): tis a thread
» blocked(t, I): the thread t is blocked on the lock | At:is_thread(t)Aheld_by(l,t)
* held by(l, t): the lock | is held by the thread t lock [ is acquired by some thread
* rvalue[fld](o1, 02): field fld of the object o1 points to the object 02
* at[lab](t): thread t is at label lab(lab is a program location)
* Is_waiting(t), is blocked(t), wait_for(t1, t2)...

Yahav E. Verifying safety properties of concurrent Java programs using 3-valued logic[J]. POPL, 2001, 36(3): 27-40.

Application Concurrent Program Verification
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Concurrent Program Verification

* Example: abstract unbounded data structures

 2-valued logical structure

<u0> rvalue[next] rvalue[next] rvalue[next] <u3>
r_by(head) r_by(next)
rvalue[head r_by(tail)

rvalue[tail]

held_by <prd>
@ is_thread
rvalue[this] at(lt_1)

rvalue[this]

blocked

<cns>
is_thread
at(lt_1)

Yahav E. Verifying safety properties of concurrent Java programs using 3-valued logic[J]. POPL, 2001, 36(3): 27-40.

Application Concurrent Program Verification
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Concurrent Program Verification

» Example: abstract unbounded data structures rvaluelnext]
* 3-valued logical structure (/ P \,‘ 3
<u0> rvalue[next]*, . <u> D ./ rvalue[next] <us>
r by(head) /~— """ _N\ r by(next)=1/2 /7~ """""""""~ r_by(next).=1/ 2
<< __dl r_by(tail)

—_——_="

rvalue[head

rvalue[tail]

<prd>
is_thread
at(lt_1)

rvalue[this]

rvalue[this]

<cns>
is_thread
at(lt_1)

Yahav E. Verifying safety properties of concurrent Java programs using 3-valued logic[J]. POPL, 2001, 36(3): 27-40.

Application Concurrent Program Verification
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Concurrent Program Verification

e Example: abstract the threads

 2-valued logical structure

<u0> rvalue[next] rvalue[next] rvalue[next] <u3>
r_by(head) r_by(next)
rvalue[head r_by(tail)

rvalue[tail]

held_by <prd>
@ is_thread
rvalue[this] at(lt_1)

blocked rvalue[this]
rvalue[this

<cns2>
is_thread
at(lt_1)

\

blocked

<cnsl>
is_thread
at(lt_1)

Yahav E. Verifying safety properties of concurrent Java programs using 3-valued logic[J]. POPL, 2001, 36(3): 27-40.

Application Concurrent Program Verification
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Concurrent Program Verification

* Example: abstract the threads rvaluefnext]

* 3-valued logical structure

<u3>
r_by(next)=1/2
r_by(tail)

rvalue[head

rvalue[tail]

<prd>
is_thread
at(lt_1)

rvalue[this]

rvalue[this]

Yahav E. Verifying safety properties of concurrent Java programs using 3-valued logic[J]. POPL, 2001, 36(3): 27-40.

Application Concurrent Program Verification
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Concurrent Program Verification

* Verification: Deadlock rvalue[next]

<u0>
r_by(head)

. ———

\ — ~ /
rvalue[next]’, . ~ <u> S\ _./ rvalue[next]

<u3>
r_by(next)=1/2
r_by(tail)

rvalue[head

~

rvalue[tail]

<prd>
is_thread
at(lt_1)

rvalue[this]

rvalue[this] It , Oout, Oin 18 _thread(ty)A

wa%t’éﬂg(tw, O{,n) A hﬁld_by(ﬂout, tul) A T'f[‘tn] (Ooutg O',l,ﬂ,)f\

T N Vo, : ((0p # 0out) AT flin](0p, 0in) AT flin](0out, 0p)
/ <cns_sm> "\ — —is[in](op))
! is_thread !

1

«at(it1) S

S _—_——-

Yahav E. Verifying safety properties of concurrent Java programs using 3-valued logic[J]. POPL, 2001, 36(3): 27-40.
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Concurrent Program Verification

* Verification: Thread state errors

* Read-Write Race(RW)
* Write-Write Race(WW)

) ) RW Interference between a thread (t,) at label Ir
e tw, 00 isthread(t.) A isthread(ty) A (t # tw) reading z,.fld and a thread (t.) at( la)bel lw

Qizgii(:faz ?(Ltlt[gj)](/iwrlﬂalue[m ](t,0) updating .. fld, where z. and z,,

ik T are pointing to the same object o.
WW Interference between a thread (t.1) at label lw;:
writing z.,1.fld and a thread (¢,2) at label lw;
updating xy2.fld, where z.,1 and .2
are pointing to the same object o.

A1, tw2, 0 isthread(tyi) Adsthread(tyz) A (twy # tw2)
Aat[lwi](t1) A at[lws](t2)
Arvalue[z,1](tw1,0) A rvalue[zys) (tw2, 0)

* For more details, refer to the paper Verifying safety properties of concurrent Java program
using 3-valued logic
Yahav E. Verifying safety properties of concurrent Java programs using 3-valued logic[J] POPL, 2001, 36(3): 27-40.

Application Concurrent Program Verification 77
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List Manipulation Bug Detection

* Cleanness Checking

* Pointer Dereference

e x and x->n are not NULL in the statement x->n

* Memory Leakage
* Xis uninitialized or
« Xis pointing to NULL

« Xis pointing to a heap cell which is also reachable from a different
stack variable y

Dor N, Rodeh M, Sagiv M. Checking cleanness in linked lists, ISSTA 2000: 115-134.

Application

List Manipulation Bug Detection

typedef struct node {
struct node *n;
int data;

} *List;

List fun(List x, int d) {
t = malloc();
t->data = d;

e = X->n;
X->n =t
t->n = ¢,
return X;


https://link.springer.com/content/pdf/10.1007/978-3-540-45099-3_7.pdf

List Manipulation Bug Detection

 Core Predicates
e Same as TVLA

* Instrumentation Predicates
* Alloc(n): do not point to NULL
* Unique(n): represent exactly one object

* Unshared(n): be pointed by more than two objects

Dor N, Rodeh M, Sagiv M. Checking cleanness in linked lists, ISSTA 2000: 115-134.

Application

List Manipulation Bug Detection

* Cleanness Checking

* Pointer Dereference

e xand x->n are not NULL in the

statement x->n

* Memory Leakage

Xis uninitialized or
Xis pointing to NULL
Xis pointing to a heap cell which

is also reachable from a different
stack variable y


https://link.springer.com/content/pdf/10.1007/978-3-540-45099-3_7.pdf

Memory Management

* Memory Management

* Free analysis

* Isit safe to insert a free statement in order to deallocate a garbage element?

* Assign-null analysis

* |s it safe to assign null to heap references that are not used further in the run?

Shaham R, Yahav E, et al. Establishing local temporal heap safety properties with applications to compile-time memory management[C], SAS 2003: 483-503.

Application Memory Management


https://www.cs.technion.ac.il/~yahave/papers/sas03-safety-mm.pdf

Shaham R, Yahav E, et al. Establishing local temporal heap safety properties with applications to compile-time memory management[C], SAS 2003: 483-503.

Application

Memory Management

* A motivating example

* Two operations
* List creation

e List traversal

* Free analysis

* Itis safe to free the node pointed by y after line 10

* Itis safe to assign null to y.n after line 10

Y t

l

to be traversed

Memory Management

Line 10

public static void main(String args[]) {

Lx,y,t
x = null;

“while (...) {
y = new L();
yval =..;
y.n=y;

X=Y,

\J

\

J

Y=X

/“while (y = null) {
System.out.printlIn(y.val);
t=vy.n;

y=t

\J

\

}
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Memory Management

* Heap Safety Automaton(HSA)

statement
* For free analysis

use events are triggered for
an object referenced by

X=Yy Y
* Track the usage properties of each object at each program location x=y.f v, y.f
x.f=null T
* Use: triggered by a use a reference to the object — =
x.f=y T,y
* Tefpicy: triggered when program execution is immediately after plc and use are triggered |x binop y T,y

* The object referred by y can be freed at plc iff it will not be used use

(It can not have the err state)

initial

* For each program location and object, thereis a
corresponding HSA

refio,y

* Given an object, HSAs at all the program locations are the same. Example: the HSA of y at line 10
Accepting state: {0,1}

Shaham R, Yahav E, et al. Establishing local temporal heap safety properties with applications to compile-time memory management[C], SAS 2003: 483-503.

Application Memory Management

use, refio,y


https://www.cs.technion.ac.il/~yahave/papers/sas03-safety-mm.pdf

Memory Management

* Shape graph

* Encode shape graph with predicates

Predicates|Intended Meaning

at[pt]()

program execution is immediately after program point pt

x(0)

program variable x references the object o

f(o1,02) [field f of the object 0; points to the object 02

slg](0)

the current state of 0’s automaton 1s ¢

public static void main(String args(]) {

while (y != null) {
Line 9 System.out.printin(y.val);
t=vy.n;

y=t
}
}

Shaham R, Yahav E, et al. Establishing local temporal heap safety properties with applications to compile-time memory management[C], SAS 2003: 483-503.

Application

Memory Management
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Memory Management

public static void main(String args[]) {
* Update shape graph based on HSA hile (y 1= null €
System.out.printin(y.val);

Line 10 t=y.n,
y=t
}
}
use refloly use, reflOJy

initial

Example: the HSA of y at line 10

Shaham R, Yahav E, et al. Establishing local temporal heap safety properties with applications to compile-time memory management[C], SAS 2003: 483-503.

Application Memory Management 104
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Memory Management

* Canonical Embedding to 3-valued logical strutures

at[pt]()  |program execution is immediately after program point pt

x(0) program variable x references the object o

s[g](0) |the current state of 0’s automaton is ¢ |

Abstraction predicates

Shaham R, Yahav E, et al. Establishing local temporal heap safety properties with applications to compile-time memory management[C], SAS 2003: 483-503.
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Memory Management

Application

* Thanks for TVLA Embedding
Theorem

* Itis sound to update shape graphs
in 3-valued logic domain
* Focus(partial concretization)
 Transfer(based on HSAs)
» Coerce(remove inconsistencies)

* (Canonical abstraction

Memory Management

abstract configuration

at[9]

after concretization

bad

t

-m * u t -EEI x v t R
after update
at[10 = L] t = Y E |---

after use events are triggered for the objects referenced by y, y.n — unchanged

x y t
lunﬂ

el

“n.u“

fier re fyq,, 1s triggered for the object referenced by y

x

L t .
“n"n

after abstraction

at[10]

x

u




Memory Management

* Model the original problem as a verification problem

* Free analysis: verify in all abstract configurations, all individual are at the state o or 1.

I l "
/ \
1 \
’IE \

 Assign-null analysis: Discussed as an extension in Section 5 in the paper

at[k]

* Related follow-on work

 Effective typestate verification in the presence of aliasing

Shaham R, Yahav E, et al. Establishing local temporal heap safety properties with applications to compile-time memory management[C], SAS 2003: 483-503.

Fink S J, Yahav E, Dor N, et al. Effective typestate verification in the presence of aliasing[C]. ISSTA 2006

Application Memory Management
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Testcase Generation

Problem: Constraint solving based bug detection and safety verification are sound but
incomplete, and cause false positives

Motivation: Remove these false positives

Insight
 Testing is complete but unsound

* The results of program analysis and verification can guide testcase generation

Approach
* Calculate the weakest precondition backward from the program location reporting errors

* Solve the precondition at program entries to generate the testcases

Erez G, Yahav E, Sagiv M. Generating concrete counterexamples for sound abstract interpretation[M]. Tel Aviv University, 2004.

Application Testcase Generation
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Testcase Generation

 Related works

* Symbolic abstraction
* Directed symbolic exection

* Directly fuzzing

Erez G, Yahav E, Sagiv M. Generating concrete counterexamples for sound abstract interpretation[M]. Tel Aviv University, 2004.

Application Testcase Generation
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TVLA: Summary

* The limitations of analogue pointer analysis in stage 1

* The expressivity is limited
* The shape properties are different in previous works(lack of general approach)

* TVLA

 Abstract memory configuration(shape graph) and transformer(function summary) in
logical structures

* Encode and abstract memory configuration(shape graph) by predicates canonical abstraction
* Encode the semantics by logic formula  predicate update formula .,
Strong expressivity

» Statement guides the pointwise state transformation focus operation ~ General framework

TVLA Summary



TVLA: Summary

* TVLAisrigorous and elegant
* Encode memory configuration and transformer in 3-valued first-order logic
* Encode the semantics by constraints
* Get precise abstractions(memory configuration/transformer) by constraint solving

* Perform more strong updates by symbolic abstraction

* Application
» Safe Property Verification: concurrency...
* Memory Management

* Not scalable in program analysis

* first-order logic constraint solving in formula update, focus and coerce

TVLA Summary



The Future of TVLA

* Survive or die?
* His spirit is always with us
* Inspiration
* Strong update(3-valued logic)

» Symbolic abstraction(Focus operation)

* How to improve its scalability
* Other kinds of logic
* Hybrid approach

TVLA Summary



Thanks
Q&A
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* Theoretical Work

* Numerical Domain Summarization
 Safety Property Verification

* List Manipulation Bug Detection

* Other Applications
* Memory Management

e Testcase Generation

* Strong Updates
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